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OS/400 User Authentication with iSeries LDAP 

By Bob Cancilla, IGNITe/400, November 2001 
 
This is the first in a forthcoming series of articles on the hidden powers or IBM’s 
iSeries LDAP server.   
 
An interesting problem that I just faced and solved using IBM’s iSeries LDAP 
server was a situation where I have several machines running HTTP servers that 
use OS/400 User Profiles to authenticate my internal extranet users.  The 
environment looks something like this: 
 

 
Figure 1:  Network overview 
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There is a production model 830 that runs legacy applications and contains our 
production database in Los Angeles.  There is a model 270e in Los Angeles that 
runs our production web servers, WebSphere, and other TCP/IP servers.  All 
user profiles for over 800 users are defined to the 830 that still runs 5250 
interactive sessions.  In San Francisco we have a 270e that is the development 
and quality assurance server for our web servers.  There is also a model 820 
development machine that runs a couple of our http servers at least temporarily. 
 
Our challenge was to find a way to store our user profiles in one place on one 
machine and allow the HTTP servers on all of the machines to authenticate 
against the one set of data stored on the model 830 in Los Angeles. 
 
LDAP was the solution of choice for us.  We used the built-in user publishing 
capability and HTTP LDAP authentication to connect via LDAP and authenticate 
from all of our HTTP Servers against the 830 in Los Angeles. 
 
We found that we had to run the LDAP server on the 830 due to the way LDAP 
authentication works for OS/400 users published to LDAP via the publishing 
facility.  When a remote client or HTTP server requests authentication, the LDAP 
server looks up the user information requested in the LDAP server’s directory 
and verifies the existence of the user.  If the user is published to LDAP by the 
publishing utility from the OS/400 System Directory, the server then calls the 
“CHKPSWD” API to validate the user’s password.  This means that your LDAP 
server must reside on the same machine as your OS/400 User Profiles.  If the 
user has a userPassword attribute, LDAP will validate against its own 
userPassword attribute. 
 
You can define and authenticate users that are not OS/400 users and do not 
have a user profile or system directory entry.  This may be a desirable method for 
authenticating customers, business partners, or other non-employees with whom 
you do business.  LDAP is fully capable of complete standalone user 
authentication.  We explore these methods of user authentication in a 
subsequent article. 
 
While this article focuses on using LDAP for HTTP Server authentication with 
IBM’s Original HTTP Server, future articles will explore the use of LDAP as an 
integral part of an organization’s system development strategy and as the 
repository for corporate infrastructure information such as locations, organization, 
and employee information.   
 
Many people have seen LDAP used by public directory services to locate 
information about people (telephone number searches, email searches, etc.).  
LDAP is a form of object-oriented database that can easily be extended and 
become an integral part of your applications. 
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The following pages describe the process of configuring an LDAP server on one 
machine and then configuring an HTTP Server on another machine to use LDAP 
based user authentication for users defined to OS/400 via OS/400 User profiles. 
 
Configuring the LDAP Server 
LDAP is configured using the Operations Navigator GUI interface.  You must 
have a current version of Operations Navigator installed.  This article and the 
attached screen shots used V5R1 of Operations Navigator with service pack 
SI01907 installed. 
 

 
Figure 2:  Configure LDAP Server 

Start out by selecting your machine in the left hand frame of operations 
navigator.  Select Servers, then select TCP/IP servers and scroll the right hand 
frame to the bottom the list and select Directory Server. 
 
Right click on Directory Server and click configure if this the first time LDAP has 
been configured, or Reconfigure to rebuild your configuration.  Should you need 
to rebuild your configuration, it is suggested that you may wish to delete the 
LDAP directory database.  You may do so by issuing the DLTLIB QUSRDIRDB 
(respond “i” for ignore to the message indicating that the database has not been 
saved). 
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Figure 3: LDAP Configuration Wizard 

 
Figure 3 illustrates the first screen of the LDAP configuration Wizard.  Be sure 
the item labeled “Configure a local LDAP directory server” is selected.  If you 
click details, a help screen will be displayed with a limited amount of information 
about the process of configuring a server.  Click Next to continue configuring 
your server. 
 

 
Figure 4: Configure LDAP Server (Continued) 

 
On this screen you may select either choice (yes or no) and basically obtain the 
same result.  We have selected “No” so that you can see all of the choices.  Click 
Next to continue. 
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Figure 5:  LDAP Administrator Distinguished Name 

 
LDAP has a master user profile known as the “administrator”.  You may change 
this if you would like.  We will let it default to “cn=administrator”.  You should note 
that while you can add access control lists that grant administrator authorities to 
specific users, you will always need an administrator profile and may decide to 
use this profile in all programs that may update the LDAP directory server’s 
directory.  Note that the distinguished name is “cn=administrator”.  The format of 
this name will become extremely important later. 
 

 
Figure 6:  LDAP Server Suffixes 
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A suffix may be considered to be a logical root or the starting point under which 
you wish to insert items that will be managed by the server.  In our example we 
will use an organization name as our suffix. 
 
IBM has parsed out the domain name of the machine on which you are running 
your LDAP server.  You may use this as your suffix or you may create your own.  
In this example, I have selected the default suffix and clicked the “Remove” 
button to delete it. 
 

 
Figure 7: Add a suffix 

 
This is the same form as the one depicted in figure 6.  In this example I am 
adding my own custom suffix o=rica.  “o=” represents the Organization class, and 
“rica” is a name that people in my company know our organization by.  “o=rica” 
will become the suffix or logical root of my directory tree. 
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Figure 8: Completed Suffix wizard page 

Figure 8 illustrates the way the completed suffixes panel will look after you delete 
the default suffix and add your own.  Click Next to continue. 
 

 
Figure 9: Start with TCP/IP 

 
This screen lets you choose to automatically start your LDAP server when 
TCP/IP starts or to manually start your LDAP server.  I have chosen to start up 
with TCP/IP.  On my V5R1 system TCP/IP is configured to autostart after an IPL, 
so my LDAP server will also start automatically. 
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Figure 10: Publish Users and System Information? 

 
The LDAP server includes two programs that may optionally publish user 
information from OS/400’s system directory to the LDAP server and collect 
information about your AS/400 system and publish it to the LDAP directory 
server. 
 
Publish means copy.  If you elect to publish Users, System, or both types of 
information you will see two jobs running in the QSYSWRK subsystem.  These 
jobs publish the user information to the LDAP server the first time the server is 
started and then check for changes every five minutes thereafter.  If a change is 
detected, the job updates the LDAP server directory.  We will provide more 
information on publishing later.  We have chosen to publish both User and 
System information.  Click Next to continue. 
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Figure 11: Review configuration 

 
This page shows you the configuration options you have selected.  Review the 
information on this page, make sure you have not made any typographical errors 
and press back to go back and correct any errors.  If the information provided is 
correct click Finish to proceed. 
 

 
Figure 12:  Change LDAP Server Properties 
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From this screen select the Directory Server.  Right click to bring up the menu.  
Note that “Start” at the top of the menu, we will revisit this momentarily.  For now, 
click Properties. 
 

 
Figure 13: Change LDAP Administrator Password 

From the General tab click the Password button.  Provide a password for your 
Administrator profile in the pop-up and type it again to confirm it.  Pick a 
password that you can remember as it will be required in many places and 
programs that you may write to update your LDAP directory.  Click OK. 
 
You may wish at this time to browse the other tabs and get a feeling for the 
LDAP server’s parameters.  Most are the parameters that were generated by the 
wizard. 
 
Finally, click OK on the properties tab.  Right click on the Directory Server item in 
the right hand pane of the Operations Navigator and this time click Start.  Your 
LDAP server will take a few moments (perhaps a couple of minutes) to start and 
the status will show “Starting” until it changes to “Started” to indicate that LDAP is 
running on this machine. 
 
Configuring Directory Services Publishing 
 
OS/400 provides the capability to publish information to a LDAP server.  You can 
define a publishing agent and configure what server the agent publishes to, 
where in the directory it puts information, and how it connects to the server.  In 
V5R1 OS/400 there are three predefined agents that the operating system uses: 
one for publishing users, one for publishing system information, and one for 
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publishing printer share information.  The latter is used to publish shared OS/400 
output queues to Windows 2000 Active Directory where windows clients can 
locate printers to use with the Windows Add Printer wizard. By selecting User 
and System in the Wizard (see figure 10 above), you have configured the first 
two of these publishing agents. 
 
There are two automatically started jobs associated with publishing.  Do a 
WRKSBSJOB QSYSWRK and look for: 
 
QGLDPUBA  this job publishes users from your system directory to your 

LDAP server. 
 

QGLDPUBE  this job handles requests from all publishing agents that use 
the QgldPubDirObj API. 

 
You may manually configure the agents and may select the LDAP server where 
you would like this information published.  It is important to note that these two 
jobs run as LDAP clients and may bind to any LDAP server and publish to any 
server you configure your machine to publish to.  You need not publish to an 
LDAP server running on the same machine.   
 

 
Figure:  Configure Directory Services and Publishing 

 
To configure LDAP publishing start Operations Navigator, select the machine 
that you wish to work with and right click on the machine name in the left frame.  
Click on properties in the pop-up menu. 
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Figure 14:  AS/400 Properties 

In the OS/400 properties screen, click on the “Directory Services” tab. 
 

 
Figure 15:  Directory Services 

 
On a V5R1 system you will see three choices in the window of this screen:  
System, Users, and Print Services.  System and Users should have a check in 
front of them since we requested that these services be started when we 
configured the LDAP server.  This process is theoretically redundant and we are 
just verifying that the server is properly configured for publishing.   
 
Clicking the Password screen allows you to change the password used by the 
agent to connect to the server.  If you click the Server Jobs button you will see a 
list of Directory Services Publishing jobs that are currently running (QGLDPUBA 
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and QGLDPUBE).  To continue configuring the server or checking the server’s 
configuration, click users that will be highlighted to show that it is selected, then 
click the Details button. 
 

 
Figure 16: Publishing Detail 

 
First look at the check box at the top of the page labeled “Publish user 
information”.  It must be checked to publish user information from your system 
directory to the LDAP server. 
 
Next review the line labeled “Where to publish”.  It should provide fully qualified 
domain name of your LDAP server.  You may click the Edit button and change 
the server name if you like.  The server may reside on the same or different 
machine.  As long as the publishing client can connect to the server you will be 
able to publish. 
 
The line labeled “Under DN:” indicates where your user information will be 
stored.  In this example the system has defaulted to “cn=users” and the suffix or 
logical root that we created when we configured the server “o=rica”.  If you click 
the browse button, you will see a tree structured view of your LDAP server as it is 
currently defined. 
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Figure 17: View LDAP directory tree 

Figure 18 illustrates the current LDAP directory tree structure.  In this example 
you see the LDAP server domain name as the true root of the tree.  You then see 
the suffix o=rica that we created when we configured the server.  You will then 
see the System objects and the User objects.  Click the plus to list all users that 
have been published to your system. 
 

 
Figure 18:  User Publishing continued 

Returning to the User publishing information screen, review the information in the 
bottom half of the screen under Server connection. 
 
You may configure a Secure Sockets Layer connection if you wish (we have not 
in this configuration).  We have allowed the server to run on port 389, LDAP’s 
well-known port. We have selected the default of “Use DN and password” for 
administer authentication. We have also chosen the default administrator 
distinguished name of DN=administrator. 
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To complete the configuration or changes to the configuration, you must click the 
Verify button.  You will be asked to supply the password for the administrator 
account.   When you enter and confirm the password, then press OK, the server 
will be contacted, the Administrator account will be logged in and you get a 
message indicating that the Verify operation was successful. 
 
You may now click OK and be returned to the Directory Services main screen 
where you may repeat this process for the System publishing option. 
 
Validate your ability to connect to the LDAP Server 
You should log on to a remote machine where you would like to configure an 
HTTP server, start Qshell (type QSH from a command line), and run the 
ldapsearch function to verify that you have correctly configured your LDAP server 
and that you can retrieve data from it on the machine where you will configure 
your HTTP Servers to access the LDAP server. 
From a Qshell command line type something like the following: 
 
>ladapsearch –h rad.ri-net.com –b o=rica “(uid=bobc)” 
 
The name following “-h” is the domain name of your LDAP server.  The name 
following “-b” is the suffix or basename that we defined when we set up the 
server.  “(uid=bobc)”  is a query for a user id (uid) equal to the literal string 
“bobc”.  Parentheses are required by LDAP syntax.  Some LDAP clients like 
QSH will insert them for you, but they are a requirement of the specification.  
Qshell needs quotes around parameters containing parentheses. 
 
The query should produce something like: 
 
cn=Bob Cancilla, cn=users, o=rica 
objectclass=top 
objectclass=person 
objectclass=organizationalPerson 
objectclass=inetOrgPerson 
objectclass=publisher 
objectclass=ePerson 
cn=Bob Cancilla 
uid=BOBC 
givenname=Bob 
… 
 
You will get a complete listing of everything contained in the LDAP server known 
about uid=bobc. 
 
Try another user-id or two to make sure everything is working as you expect.  
Now you know that you can query the LDAP server from a remote machine. 
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Configure your HTTP Server(s) 
 
My organization requires that all employees use a proxy server to access the 
Internet.  A user must “log in” to the proxy server so that we may track proxy 
usage.  In the past this server ran on the “production” 830 machine so that it 
could use basic authentication against the user profiles of our employees which 
were stored on the 830.  In our previous example, we configured the LDAP 
server to run on the 830 and can now move the proxy server to our 270e server 
machine. 
 
We will use the V5R1 HTTP Administrative GUI to configure the proxy instance 
of an Original HTTP server to use LDAP. 
 
I will assume if you are configuring LDAP that you know how to access the 
Admin GUI and configure an Original HTTP Server.  If you don’t, visit 
http://www.ignite400.org and view our front-page articles and newsletter articles.  
There are several to help you get going and you can get help from our web 
based forum or e-Business mailing list. 

Create an LDAP Server Setup 
 
To configure the HTTP Server to authenticate against an LDAP server, we will 
create an LDAP server setup and modify our protection setup for this existing 
server.  This server was previously configured to use AS/400 User Profiles for 
server authentication. 
 

 
Figure 19: Original HTTP Server configuration 

Select the server configuration file you wish to configure from the second drop 
down in the left hand frame.  Click on LDAP to expand your choices and then 

 Copyright 2001 – by IGNITe/400 All Rights Reserved 
 

http://www.ignite400.org/


click on LDAP server setup.   This process will create a named set of directives 
that tell your HTTP Server how to locate, connect, and query your LDAP server.   
 
The screen depicted in Figure 20 above asks you to provide a name for the 
LDAP server setup.  You will refer to this name in your protection setup later.  It 
is an arbitrary name.  We have also asked to create an empty setup that will be 
completed in the next few screens.  Click the Next button to continue. 
 

 
Figure 20:  Create LDAP Server Setup 

In this part of the next screen you must provide the name of the remote LDAP 
server you wish to authenticate against.  You may review and modify the Time-
outs if you wish.  I have chosen to accept the defaults until I discover an issue 
with them and need to adjust them. 
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Figure 21:  LDAP Server Setup (continued) 

Figure 22 illustrates a continuation of the screen we started to complete in figure 
21.  On this screen you need to select “Basic” under LDAP authentication type 
and then provide the Administrator distinguished name and password for your 
administrator profile on your LDAP server.  The HTTP Server will “login” as 
Administrator to authenticate your users. 
 
Provide the HTTP server Distinguished name (DN).  Pay particular attention to 
the syntax.  This is not documented anywhere in any IBM manual I have found: 
 
The syntax is:  cn=administrator 
 
Next provide your password.  This is case sensitive and must match exactly what 
you defined to the HTTP Server.  I embarrassed myself and reported a problem 
to IBM support when in fact I mistyped the password.  There are no warnings or 
error messages if this is wrong authentication just fails! 
 
The next section is where you define the query that you wish to send to the 
LDAP server to authenticate your users.  You have some choices here.  If you 
look at the IBM documentation you may send a user’s full name (first and last) to 
the LDAP server.  I chose to use the AS/400 User Profile name since that is what 
my users are most familiar. The syntax of this query is very specific also: 
 
In the User Search Root field enter the suffix we created when we defined our 
LDAP server.  In this example we used “o=rica”. 
 
To query based on OS/400 User Profile user-ids code: 
 
(uid=%v1)  in the User Search Filter field. 
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“uid is the acronym for User Id.  %v1 is a substitution variable implemented by 
the HTTP Server.  It instructs the server to get one name back from the basic 
authentication field returned by the browser and place it here. 
 
Double check your syntax and spelling, the Admin GUI does not check and you 
will not find an error until you try to authenticate and fail. 
 

Create or Modify a Protection Setup 
A protection setup contains instructions that the HTTP Server follows to enable it 
to authenticate users for you.  You later refer to the protection setup by name to 
apply it to the resources that you wish to protect with the setup. 
 

 
Figure 22:  Edit Protection Setup 

 
In this example we are going to change an existing protection setup.  To do this 
we click on Protection in the left frame to expand the list, then click on “Change 
protection setup” to bring up the screen displayed in the left frame.  We could 
have chosen “Create protection setup”.  Create screens are similar to the change 
screens but you would have been asked to provide a name for the setup you are 
creating. 
 
In this example there is one existing protection set-up.  We select it and then 
click Next. 
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Figure 23:  Change protection setup 

On this screen we select the “Change user/password authentication settings” and 
click the Next button. 

 
Figure 24:  Protection Setup 

 
This server was configured as you can see from the example to authenticate 
using OS/400 user profiles.  Simply click on the “Prompt for user/password using 
an LDAP server” choice and select the LDAP server setup name we created 
previously from the drop down window (there should only be one in this 
example). 
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Figure 25: Protection Setup (continued) 

Figure 26 illustrates the bottom of the page shown in figure 25.  Leave the User 
ID field alone and add any necessary Masks you wish to implement.  Click the 
Apply button when you are done. 
 

Document Protection 
The last step in authentication is to map your protection setup to a directory. 
 

 
Figure 26: Document Protection 

 
On this display you need to create a URL template that is the name of a directory 
or directory alias (created via MAP or PASS directives) and the name of your 
Protection setup. 
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Since we want all access to a proxy server authenticated, we specify http * as 
our URL template, and then provide “users” the name of our Protection setup.  
Since this existed previously we need do nothing and are showing this screen for 
illustration purpose only. 
 
You now need to stop and start your server that should now use your LDAP 
server for user authentication. 
 

Server configuration entries 
 

 
Figure 27: HTTP Server configuration 

Figure 28 illustrates the components of the HTTP configuration file that are 
significant to LDAP authentication and provide a better understanding of how it 
works. 
 
The LDAPInfo directive is the start of the LDAP server setup.  It continues 
through the “}” after ClientAuthType Basic.   
 
You can see that this is where we define the name of your LDAP server, the 
protocol it runs on (TCP), its port (389), time out parameters, authentication type, 
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the ServerDN or user id of the LDAP administrator profile, the location of the 
password we entered.  IBM stores the password in a special file called the 
ServerPassword StashFile.  This is automatically created when you enter a 
password on the GUI form. You can also see the UsernameFilter and all of the 
other fields you entered on the GUI. 
 
The next thing you see is the protection setup named “users”.  The Protection 
setup starts at the word “Protection and continues to the next “}”.  Notice that the 
directive PasswdFile is set to %%LDAP:ric1LDAP%% where ric1LDAP is the 
name we assigned above to the LDAP server setup.  The PasswdFile directive 
links the Protection setup to the LDAP server setup. 
 
Finally on the very last line of Figure 28, we have: 
 

Protect http:* users 
 

This entry is the “Document Protection” entry we reviewed in figure 27 above.  
This directive instructs the server to apply the rules defined in the protection 
setup named “users” to all HTTP requests submitted to this proxy server. 
 
For a conventional HTTP Server this directive may have been constructed like: 
 

/private/* users 
 

In this case, the rules defined in the protection setup named “users” would be 
applied to any objects requested from the directory path named /private. 
 
I hope you have found this article useful.  I urge you to try out LDAP 
authentication.  It beats replicating user profiles to your server machines and 
helps isolate servers from your production legacy systems and databases while 
providing the ease of local OS/400 user authentication. 
 
Future articles will illustrate the configuration of LDAP to work with WebSphere 
and IBM’s Apache based server. 
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